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BBenenue

Hacrosimas [Tonutuka undopmanmonHoit 6ezonacHoctu (aanee - [onuruka)
pa3zpaboTaHa B COOTBETCTBUHU C LEISMH, 3aJayaMyd U NPUHOUIAMHU OOecreueHus
0e30lacHOCTH  MEpPCOHAJIBHBIX  JaHHBIX  M3J0KeHHbIX B KoHuenuuun
nHdopmanmonnoi 6e3onacuoctu UCIIJ onepaTopa rocynapcTBEHHOTO OIOIKETHOTO
npodeccuoHanbHOr0  oOpazoBaTenbHOTO  yupexkaeHuss Camapckoit — obnactu
«Cppanckuil mMeauko-rymanutapusiii  komiemx» (IBIIOY «CMI'K») (nanee —
Yupexenus).

[lonutuka pa3zpaborana B COOTBETCTBUM ¢ TpeboBaHusmMu DenepanbHOro
3akoHa oT 27 wmions 2006 r. Ne 152- ®3 "O mnepcoHanbHBIX MAaHHBIX" H
[loctanosnenus IlpaBurenbctBa Poccuiickoit @enepanuu ot 1 Hos6ps 2012 1. Ne
1119 "O6 ytBepxkaeHUU TpeOOBAHUM K 3alllUTEe MEPCOHAJIBHBIX JAHHBIX TIPU UX
00paboTKe B MHPOPMALIMOHHBIX CUCTEMaX NEPCOHATBHBIX JaHHBIX" U Ha OCHOBAHUU:

- [Ipukaza ®CTOK Poccun ot 5.02.2010 Ne 58 3apeructpupoBaH B MuHroCTE
Poccun 19.02.2010 Ne 16456 "OO6 yTBep>KJICHHH IMOJOXKEHHUS O METOJIaX U CIocodax
3alUThl HHPOPMALIMK B HH(POPMALIMOHHBIX CHUCTEMAaX MEePCOHANBHBIX TAHHBIX "

B Tlonutuke omnpeneneHsl TpeOOBaHMUS K paOOTHHKAM KOJUIEIXa, CTENEHb UX
OTBETCTBEHHOCTH, CTPYKTypa M HEOOXOJMMBIH YpOBEHb 3alIUIICHHOCTH, CTaTyC U
JOJKHOCTHBIE ~ OOSI3aHHOCTH  pAa0OTHHMKOB, OTBETCTBEHHBIX 3a oOOecredyeHue
0€30MacHOCTH MEPCOHANBHBIX JAHHBIX 00pa0aThIBAEMBIX OMEPATOPOM.

1. O0mme MoJI0KEeHUA

1.1. llensto Hactostmeit [lomutuku sBasiercs oOecrieueHne O€30MACHOCTH
00BEKTOB 3aIUMTHI OrepaTopa WHGOPMAIIMOHHONW CUCTEMBI OT BCEX BHJIOB YIpO3,
BHEITHUX M BHYTPEHHUX, YMBIIUICHHBIX W HENpeIHAMEPEHHBIX, MUHUMU3AIMS
ymepba OT BO3MOXKHOM peanu3anmuu yrpo3 Oe3onmacHoctu [1JIn  (YBIIIH)
UH()OPMAIIMOHHONU CHCTEMBI.

1.2. BezonacHOCTh TEPCOHANBHBIX JAHHBIX JOCTHTAETCS MyTeM HCKIIOUCHUS
HECAaHKIIMOHUPOBAHHOTO, B TOM YHCII€ CIy4ailHOTO, JOCTyHa K MEpPCOHAIbHBIM
JAaHHBIM, PE3YJBTaTOM KOTOPOTO MOKET CTaTh YHUYTOXKEHUE, W3MEHEHHE,
0JIOKUpOBaHUE, KOMMPOBAHUE, PACTIPOCTPAHEHHE MEPCOHAIBHBIX NAHHBIX, a TAKKe
VHBIX HECAHKIIMOHUPOBAHHBIX JICHCTBUMU.

1.3. Uudopmarus u cBsi3aHHBIE C HEW PECYpChl JODKHBI OBITH JOCTYIHBI IS
aBTOPM30BAHHBIX TONb30BaTeNnel. JlOMKHO OCYIIECTBISATHCS  CBOEBPEMEHHOE
oOHapy>KeHHE U pearnpoBaHUE Ha yTrPO3bl 0€30MaCHOCTH.

1.4. JIomKHO  OCYHIECTBIATHCS  MPEAOTBpAIICHHE TPEIHAMEPEHHBIX WU
CIIy4ailHBIX, YaCTUYHBIX WJIA TOJIHBIX HECAHKIMOHHPOBAHHBIX MOAMUMUKAIMA WU
YHUYTOXEHUS JaHHBIX.

1.5. CoctaB 00BEKTOB 3alUThl TpeAcTaBieH B IlepeuyHe mMepcOHAIbHBIX
JTAHHBIX, TIOJICIKAIINX 3aAIUTE.

2. O0aacTs neicTBUA

2.1. TpeboBanuss Hactostmer  [lomuTwku  pacmpoCTpaHSIOTCS Ha  BCeX



pabOTHUKOB oneparopa (IITaTHBIX, BPEMEHHBIX, Pa0OTAIOIIUX 110 KOHTPAKTY U T.IL.),
a TaKXKe BCEX MPOYUX JIUILL (MOAPATUMKHU, ayTUTOPHI U T.I1.).

3. Cucrema 3aIIMThI NEPCOHAJIBHBIX JAHHBIX

3.1. Cucrema 3amuthl mnepcoHanbHbIX JaHHbIX (C3II[H), cTpouTcss Ha
OCHOBaHUMU:

— Oruera o0 pe3ynbTaTax NPOBEACHUS BHYTPEHHEN MPOBEPKHU;

— Ilepeuns mepCcOHANBHBIX TAHHBIX, MOJICKAIIUX 3AINUTE;

— Axrta wiaccubukanuu WHMOPMAIMOHHON CHCTEMBI IMEPCOHATBHBIX
JIAHHBIX;

— Moaenu yrpo3 6€301macHOCTH MePCOHATBHBIX JIAHHBIX;

— TlonoxxeHuss O pa3rpaHUYEHUH TIpaB JOCTyna K 00pabaThiBaeMbIM
MEPCOHAJIBHBIM JJAHHBIM;

— PykoBogsamux nokymentoB ®CTIOK u ®Cb Poccun.

3.2. Ha ocHOBaHMM 3THX JTOKYMEHTOB ONpEACNISICTCS HEOOXOIUMBIA YPOBEHB
ammiienHoctn  I1In  kaxnpoir HMCIIJAH oneparopa. Ha ocHoBaHMM aHanu3za
aKTyaJdbHBIX yrpo3 OeszomacHocTu II/lH ommcanHoro B Mojgenu yrpo3 u Akra o
pe3yibpTaTax TMpPOBEACHUS IPOBEPKE, JACNAacTCs 3aKII0YeHHE O HEOOXOIUMOCTH
UCIIOJIb30BAHUSI TEXHUYECKUX CPEACTB W OPraHU3alMOHHBIX MEPONPUSITANA IJIs
oOecrieuenusi Oe3zonacHoctu [IJIH. BpiOpanHbie HEOOXOAUMBIE MEPOMPUITHUS
orpaxkarotcs B [imane meponpusituii mo odecrnedenuto 3amuThl [1/]H.

3.3. Ina xaxmort MCIIIH nomxkeH OBITH COCTaBJIE€H CIMCOK HCIOIB3yEeMbIX
TEXHUYECKUX CPEACTB 3allUThl, a TaK K€ [MPOrpaMMHOr0 oOecreYeHus
ydacTBytomero B oopadotke I1J{x, Ha Bcex anemenTax UCII/H:

— APM nonp3oBarenei;

— CepBepa NpUIOKEHU;

— CYBJ;

— I'panuna JIBC;

— KanamoB mepemaum B cetm  oOmIero  TOJB30BaHMS ©  (WIIM)
MEXIyHApOJHOTO 0OMEHa, eciiu 1o HuM nepenarorcs [1/1x.

3.4. B 3aBucumoctu ot ypoBHs 3amumieHHoctn UCII[H u akTyanbHBIX yrpo3s,
C3IIH MOXeT BKIIOYATh CIAEAYIOINE TEXHUUECKUE CPEACTBA:

— QaHTHBUPYCHBIE CpeACTBa Uil pabO4YMX CTaHIMI TMOJbh30BATENCH U
CEpPBEPOB;

— CpelcTBa MEXKCETEBOI0 SKPAHUPOBAHUS,

— cpenctBa KpunTtorpaduyeckod 3amuThl WHOOpPMAIMU, MpU Tepenayde
3aluiaeMoil HpopMaluy 1Mo KaHajaaM CBSI3U.

3.5. Tak’ke B CHOUCOK JOJKHBI OBITh BKIIOYCHBl (DYHKIIMHM  3aIUTHI,
o0OecrieunBaeMble IITATHBIMU cpeacTBamMu  oOpabotku [IJI[H omepamuoHHBEIMU
cucremamu  (OC), mnpuxnagaeiM [IO w  cnenmanbHBIMH — KOMILJIEKCAMH,
peaTu3yIUMU CpeACTBa 3alUThl. CIUCOK (PYHKIHUM 3a1IUTHI MOKET BKIJIIOYATh:

— yOpPaBJICHUE U Pa3TPAHUYEHHE JOCTYIA MOJIb30BATEIICH;
— PEruCTpalMIO U y4eT ACUCTBUN ¢ UHpOpMaIuei;
— o0ecneunBaTh LETOCTHOCTh JaHHBIX;
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— MPOU3BOJAUTH OOHAPYKEHUI BTOPKEHUIA.

3.6. Ciucok HCHOJIb3yeMbIX TEXHUYECKUX CPEJICTB oOTpaxkaeTcss B I[lnane
MEpONpUsATUH 1O O00ECHEYEHUI0 3allUuThl MEPCOHANBHBIX JaHHBIX. CHUCOK
HCTIOJIB3YEMBIX CPEICTB JOJDKEH MOANCPKUBATHCS B AKTYAJIBHOM COCTOSIHUU. [lpum
W3MEHEHUH COCTaBa TEXHUYECKUX CpeacTB 3amuThl win 3naemeHToB MCIIH,
COOTBETCTBYIOIIUE WU3MEHEHMS NOKHBI ObITh BHECEHBI B CIMCOK U YTBEPXKICHBI
PYKOBOJUTEIEM YUPEKICHUS WA JTUIIOM, OTBETCTBEHHBIM 32 00ECIICUCHHE 3aIUTHI
[T]1H.

4. TpeooBanusi k noacucremam C3I1/In

4.1. C3I1/In BKIItOYAET B c€0s1 CIETYIOIUE TTOACUCTEMBI:

— yOpaBJIeHUS JIOCTYIIOM, PETUCTPAIlMU U YUETa;

— obecrnieueHust 1eTOCTHOCTH U JIOCTYITHOCTH;

— AHTUBHUPYCHOM 3aIlIUTHI;

— MEXCETEBOr0 SKpaHUPOBAHUS,

— aHaJIu3a 3alUUMIIEHHOCTH;

— oOHapyXeHUs BTOPKEHUIA;

— KpunrorpapuyecKou 3auThbI.

4.2. lloncucrembr C3I1JIH uMeroT pa3iauuHblii GYHKIIMOHAT B 3aBUCHUMOCTU OT
knacca HWCII[H, ompenenenHoro B AkTe kiaccudukanuu wHGOPMAIIMOHHON
CUCTEMBI TMEpPCOHANbHBIX JaHHBIX. CHHCOK COOTBETCTBHS (YHKUIMHA TMOJCUCTEM
C3I1/H ki1accy 3alIMIIEHHOCTH IIpeAcTaBieH B [IpuioxkeHun.

4.3. [loncucrema ynpapieHus AOCTYIIOM, PETUCTPAIMU U y4ueTa MpeJHa3HauYeHa
JUTS peaju3aliy CAeAYIOMUX (yHKIUMI:

— wuAeHTU(DUKAIMK W TPOBEpKa MOMIUHHOCTH CYyOBEKTOB JOCTyHa IpHU
Bxojie B UCII/H;

— HICHTU(UKAIMKA TEPMHUHAJIOB, Y3JIOB CETH, KaHAJOB CBSI3HM, BHEIIHHUX
YCTPOKCTB MO JIOTUYECKUM UMEHAM;

— uACHTU(DHUKAIUKM TPOrpamMM, TOMOB, KaTajloroB, (haiioB, 3amucel, moyen
3amnuceu 1Mo MMeHam;

— peructpanmuu BXoAa (BBIXOJa) CYOBEKTOB JOCTyla B CcHUCTeMYy (U3
CUCTEMBbl), JMOO  perucTpauus 3arpy3kdi HW  WHHULNHAIA3ALUU
ONEPALlMOHHOMN CUCTEMBI U €€ OCTaHOBA.

— PpErucTpaluy MONBITOK JOCTyHa MPOrPAaMMHBIX CPEACTB (IIpOrpamm,
IIPOIIECCOB, 3a7a4, 3aJaHi) K 3alIuiaeMbiM (haitnam;

— pEerucTpanyu IMONBITOK JIOCTyNa MPOTPAMMHBIX CPEACTB K TEPMHHAJIAM,
KaHaJlaM CBf3U, I[porpaMmam, TOMaM, KaTtajoram, Qaiiaam, 3amucsm,
IIOJISIM 3aITUCEN.

4.4, TloncucreMa yrmpaBieHHUs] JOCTYIIOM MOXKET OBITh pean30BaHa ¢ TIOMOIIIBIO
mTaTHRIX cpencTB 00padoTku [1/1H (onepanmonubix cucteM, npunoxenuit u CYBJI).
Tak xe MoOXeT ObIThb BHEAPEHO CHEIUATIbHOE TEXHUYECKOE CPEACTBO WM HX
KOMILUIEKC OCYUIECTBISAIONIME JOMOJHUTEIbHBIE MEPhl MO ayTeHTU(UKAUUU U
KOHTpoJito. Hampumep, npuMeHEHHE €IWHBIX XPAHWIMI] YYETHBIX 3alHCcei
MOJIb30BATENICH U PErUCTPAIIMOHHON MH(POpPMALINK, UCTIOIb30BAHUE OUOMETPUUYECKUX
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U TEXHUYECKHX (C MOMOIIBIO AJIEKTPOHHBIX MPOMYCKOB) MEp ayTeHTH(PUKALUU U
JPYTHUX.

4.5. lloncucrema obecrieyeHUsi MEJIOCTHOCTA M JOCTYIHOCTU MpeHa3HAYeHa
IUIsl 00ecneyeH sl [eJIOCTHOCTH U JocTynHocTH I1/[H, mporpaMMHBIX U anmapaTHBIX
cpeacts UCIIIH YupexneHns, a Tak K€ CpPEIACTB 3AIUMTHI, IPU CIy4alHOU WIH
HaMepeHHOU MOou(pUKAIIIH.

4.6. [loncucrema peanu3yercss C MOMOIIBIO OpPraHU3alid  PE3EpPBHOIO
KOMUpOBaHUsI 00pabaThlBAEMbIX JAHHBIX, a TaK K€ PE3EPBUPOBAHUEM KIIFOUEBBIX
snemeHnToB MCIT/IH.

4.7. I[loncucreMa aHTUBUPYCHOM 3alllUThl MpeAHa3HayeHa Juisl oOecreueHus
aHTUBUPYCHOM 3ammThl cepBepoB U1 APM nonws3oBateneit UCII/IH oneparopa.

4.8. CpencTBa aHTHBUPYCHOM 3alllUThl MpeAHA3HAUYECHbl I pealld3aluu
cleAymuX (yHKIMMA:

— PE3UJICHTHBIA aHTUBUPYCHBIM MOHUTOPUHT;

— AHTUBHUPYCHOE CKaHUPOBAHUE;

— CKpUNT-0JOKUPOBAHUE;

— UCHTPATU30BaHHYIO / YIAJICHHYIO YCTaHOBKY / IGMHCTALIALIUIO
AHTUBUPYCHOI'O MPOJYKTA, HACTPOUKY, aAMHUHUCTPUPOBAHUE, MPOCMOTP
OTYETOB M CTATUCTUYECKOW MH(OpMAIUU 110 paboTe MPOAYKTA;

— aBTOMAaTH3UPOBAHHOE OOHOBJIEHHWE AHTUBUPYCHBIX 0a3;

— OrpaHWYEHHE MpaB MOJb30BATEIS HA OCTAHOBKY HCHOJIHSAEMBIX 3a7ad U
U3MEHEHHsI HACTPOEK aHTUBUPYCHOTO MPOTPAMMHOI0 00ECTICUeHHUS;

— aBTOMATHYECKHUH 3alyCcK cpasy MOCJE 3arpy3Ku ONEPAIMOHHON CUCTEMBI.

4.9. [loncucrema peanusyeTcsi MyTeM BHEJIPEHUs CIIEUaTbHOTO aHTUBUPYCHOTO
nmporpaMMHOro odecreueHus Ha Bce aneMeHTsl CIT/IH.

4.10. Iloncuctema  MEXKCETEBOTO  SKPAaHUPOBAHUS  NpeIHA3HA4Ye€Ha  JUIs
peanu3anuu CIenyonux QyHKIui:

— (GUIbTpaIui OTKPBITOT'O U 3ammmdpoBaHHOTO (3aKphiTOoro) 1P-Ttpaduka mo
CIEAYIOIINM ITapaMeTpam;

— (¢ukcanuu BO BHYTPEHHHUX JKypHajax HWHGOpPMAIMH O TPOXOISIIEM
OTKPBITOM | 3aKpeITOM 1P-Tpaduke;

— wuaeHTUPUKAIMKA W ayTeHTHU(PUKAIHNIO aJIMHHHCTPATOPA MEXCETEBOTO
AKpaHa MPHU €ro JOKAIbHBIX 3alpOocax Ha TOCTYII;

— peructpauuy BXxoja (BbIXOJAa) aJMHUHHCTPATOpPa MEXKCETEBOIO 3KpaHa B
cucteMy (U3 cUCTEMBI) TMO0 3arpy3Ku U MHUIMAIU3AUH CUCTEMBI;

— KOHTPOJISI IIEJIOCTHOCTH CBOEH MPOTrPaMMHON ¥ MHPOPMAITMOHHON YaCTH;

— (¢uibTpanuid TAKETOB CIYXKEOHBIX IMPOTOKOJIOB, CIYKAIIUX ISt
JMAarHOCTUKH U YIIPABICHUS paOOTOMN CETEBBIX YCTPOUCTB;

— (unpTpanuu ¢ yueToM BXOJHOTO U BBIXOJIHOTO CETEBOIO MHTEpdeiica kak
CPEACTBO MPOBEPKHU MOJJIMHHOCTH CETEBBIX aPECOB;

— PpErucTpaluy U yyeTa 3anpaiinBaeMblX CEPBUCOB MPUKIAIHOTO YPOBHS;

— OJIOKMpOBaHUSI JOCTyHNa HEUACHTU(PUIHPOBAHHOTO OOBEKTa  WJIHU
cyObeKTa, MOMJIMHHOCTh KOTOPOTO MpU  ayTeHTU(UKALUK  HE
MOATBEPANIACH, METOIAMH, YCTOMUMBBIMU K IEPEXBATY;

— KOHTpOJISI 3a CETEBOM aKTHMBHOCTBIO MPUIOKEHUH U OOHApyX EHUS
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CETEBBIX aTaK.

4.11. Iloncucrtema  peanusyercss  BHEAPEHUEM  MPOrPaMMHO-ANNapaTHBIX
KOMIIJIEKCOB MEKCETEBOr0 AKpaHupoBaHus Ha rpanuue JI CB, kinaccom He Hibke 4.

4.12. TlogcucteMa aHaiaW3a 3alIAIICHHOCTH, JTOJDKHA 00ECIICUMBATh BBISBIICHUS
YSI3BUMOCTEN, CBsi3aHHbIX C omuOkamu B KoHpurypauuu 110 HUCII[IH, xotopble
MOTYT OBITh UCIIOJIB30BaHbl HAPYIIUTEIEM AJI pealn3alii aTaKh Ha CUCTEMY.

4.13. ®yHKuMOHAT MOJACUCTEMBI MOXET OBITh peaju30BaH MPOrPAMMHBIMH U
MIPOrpaMMHO-aIAPATHBIMHU CPECTBAMHU.

4.14. Tloncuctema  oOHapy>K€HHUS  BTOPXKEHHMM, JOJDKHA  oOecreuynBath
BBISIBIICHHE CETEBBIX arak Ha 3jaeMeHThl MCIIJIH moakiarodeHHBIE K CETSIM OOIIero
NOJIb30BAHMS U (UJTM) MEXIyHApOJHOTO OOMEHa.

4.15. dyHKuMOHAT MOJACUCTEMBI MOXET OBITh peajn30BaH MPOrPAMMHBIMH U
OpOorpaMMHO-aNnapaTHbIMU CPEACTBAMMU.

4.16. Iloncucrema  kpunrtorpaduyeckodl  3aluThl  NpeAHa3HAyYeHa s
uckimoueHuss HCJ| k 3amumaemoit undopmanuu B WCIIIH onepatopa, mpu ee
nepeayu Mo KaHajaM CBSI3M CETel 00Iero rnoib30BaHUs U (WJIK) MEXIYHAPOTHOTO
oOMeHa.

4.17. Tloncuctema peanau3yeTcsl BHEIPEHUSI KPUNTOrpaQUUYECKUX MPOTrpaMMHO-
anmnapaTHbIX KOMILJIEKCOB.

5. HHoaw3oBarean UCIIIAn

5.1. B Konnenmuu wuHoOpManmoHHOW O€30MacHOCTH OIpeesieHbl OCHOBHbBIE
KaTeropuu Tojib3oBaTeniel. Ha oOCHOBaHMHM JTHX KaTeropuu MAOJKHA OBITh
npousBeaeHa Tunusanus noiaszosareneit UCII/IH, onpeaenen ux ypoBeHb J0CTyIa U
BO3MOYKHOCTH.

5.2.B HUCIIIn omepatopa MOXHO BBIICIUTH CICAYIOIMHE  TPYIIIHI
0JIb30BaTeNel, YIacTBYIONIUX B 00paboTke u Xxpanenuu [1/1x:

— Apamunuctparopa UCII/H;

— AnMunHcTpaTopa 6€30MacHOCTH;

— Onmnepatopa APM;

— AJIMHMHHUCTpPATOpA CETH;

— Texaudeckoro croenuagucrta IO OOCIy)XHMBaHHIO Iepu]epuitHOTro
000pyT0BaHMS;

— Tlporpammuct-pazpaborunk UCII/H.

5.3. Jlanaple O Tpynmax TMOJB30BATENSAX, YPOBHE WX JOCTyma W
WH(OOPMHUPOBAHHOCTH JOJKEH OBITh oTpaxkeH B [lomoskeHne o pa3rpaHUyueHUN MpaB
JOCTyMa K 00padaThIBa€MbIM IEPCOHAIBHBIM JaHHBIM.

5.4. Anmunuctparop WCIIIH, coTpynHHUK omnepaTtopa, OTBETCTBEHHBIH 3a
HACTPOMKY, BHEJIPEHUE 151 COIPOBOXIECHHUE NCII/IH. O6ecneunBaeT
byHKIIMOHUpPOBaHKE MOACUCTeMBI yrnpasienus noctynom WCII/IH n ymomHOMOUYeH
OCYILIECTBIISITh MPEAOCTABICHUE U Pa3rpaHUYCHUE JOCTYMAa KOHEUYHOTO MOJIb30BaTENs
(Omnepatopa APM) K aneMeHTaM, XpaHAIINM IIePCOHANTbHBIE JaHHBIC.

5.5. Anmunuctparop HUCII[IH o6nagaeT cieayronuM ypoBHEM JOCTyna u
3HAHUMU:



— oOnajgaer monHOM wuHGOpPMALME O CUCTEMHOM W MPUKIAJTHOM
nporpamMmmHoMm obecnieuennu UCII/H;

— oOnamaer moysHOW wuHMOpPMANME O TEXHUYECKUX CpEeACTBaX U
koHpurypauuu UCII/1H;

— HMEEeT JIOCTYI KO BCEM TEXHUYECKHM CPEJCTBaM 00pabOTKu MH(pOpMaIuu
1 naHHeiM UCIIIH;

— o0Onajgaet npaBaMu KOH(OUTYPUPOBAHUS U aAMUHUCTPATUBHON HACTPONKH
texuudyeckux cpenacts UCII/IH.

5.6. AamunHHMCcTpaTop 0€30MaCHOCTH, COTPYJIHUK ONEepaTopa, OTBETCTBEHHBIN 3a
¢yuxumonupoanne  C3II[H,  Briaroyas  OOCIyXMBaHHE€ U HACTPOUKY
aIMUHUCTPATUBHOM, CEPBEPHOMN M KJIMEHTCKON KOMITOHEHT.

5.7. AnmuHKCcTpaTOp 06€30MACHOCTH 00alaeT CIeAyIOUMM YPOBHEM JIOCTYIA U
3HAHUU:

— obnanaer npaBamu Agmunuctpartopa UCITIH;

— obnanaer noixHou uHpopmanuert 06 UCIIIH;

— HWMEET JIOCTYN K CPEJICTBaM 3alluThl HHGOPMAIIUKA U TPOTOKOJIUPOBAHUS
1 K yacTH KiroueBbIx aaeMeHToB MCITH;

— HE WUMEET MpaB JIOCTyna K KOH(PUTYPUPOBAHUIO TEXHUYECKUX CPEJCTB
CETH 3a UCKIIFOUCHUEM KOHTPOJIbHBIX (MHCIICKIIMOHHBIX ).

5.8. AamuHHMCTpaTOp 0€30MACHOCTH YIOTHOMOYEH:

— peanu30BbIBaTh MOJUTUKU Oe3omacHocTH B uactu Hactpoiiku CK3U,
MEXKCETEBBIX IKPAHOB M CHUCTEM OOHApY)KEHHsS aTak, B COOTBETCTBUHU C
KOTOphIMU ToNIb30BaTenb (Omnepatop APM) monydaeT BO3MOKHOCTH
pabotath ¢ anementamu MCII/IH;

— OCYWIECTBIIATH ayAUT CPEJICTB 3aLIUTHI;

— YCTaHaBJIUBATh JIOBEPUTEIIbHBIE OTHOILIECHHS CBOEH 3allUIIEHHOW CETH C
CETSIMH IPYTUX OpPraHU3aLIHil.

5.9. Oneparop APM, coTpyIHHK omepaTopa, OCYIIECCTBIISIIOIIUA 00paboTKy
[11n. O6paborka I/l BKiIIOWaeT: BO3MOkHOCTH mpocmotpa [1/IH, pydHOi BBOJ
[I1a B cucremy UCII[H, dopMupoBaHUE CHpPAaBOK M OTYETOB MO MHGOPMAIINH,
nonyyeHHod u3 HCIIJl. Omnepatop HE HMEET MNOJHOMOYMI MJig YIpaBICHUS
noacucreMamu o0padbotku nanubix u C3I1/H.

5.10. Oneparop UCTI/In o6namaer cienyonuM ypoBHEM JOCTYIIA U 3HAHUN:

— o0mamaer BCcEMH HEOOXOAMMBIMU aTpuOyTamu (Hampumep, MaposeMm),
00ecreunBaoIMMU JOCTYIT K HEKOTOPOMY TTOAMHOXeCTBY [1J1H;

— pacnoJiaraet KOHPUIECHIUATbHBIMU TAHHBIMU, K KOTOPBIM UMEET JOCTYII.

5.11. AaMuHUCTpaTOp CETH, COTPYAHHK oOIepaTopa, OTBETCTBEHHBIM 3a
(bYHKITMOHMUPOBAHUE TEJICKOMMYHUKAIIHOHHOU IIOJICUCTEMBI NCIIH.
AJIMUHHCTPATOp CETH HE HMMEET MOJHOMOYMH MJid YOpPaBJICHUS MOACUCTEMaMHU
00pabOTKH JTaHHBIX U OE30MAaCHOCTH.

5.12. AnMuHHCTpaTOp CETH 00aTaeT CASAYIONUM YPOBHEM JIOCTYIIA U 3HAHHM:

— oOnmajgaer yacThio MHGOPMAUM O CUCTEMHOM U  MPUKIAJAHOM
nporpamMmMmHoMm obecrieuernnu UCIIT/IH;

— oOnmajmaer dacThl0 HWH(POpMaNMM O TEXHUYECKUX CpPEICTBaX U
koHurypauuu UCIT/H;



— uMeeT (U3MYEeCKUd AOCTyNn K TEXHHMYECKHMM CpeacTBaM 00paboTKu
MH(OpPMAIMHU U CPEICTBAM 3allHThI;
— 3HAET, 10 MEHbIIEH Mepe, OJJHO JIETAIbHOE UMS JOCTYTIA.

5.13. TexHu4eCcKUil CHEIUATUCT MO OOCIYy)XUBAaHUIO, COTPYJIHUK OIepaTopa,
OCYIIECTBIISIET OOCITY)KMBaHHE M HACTpPOWKYy mepudepuitHoro o00pyAOBaHUS
NCIIn. Texnnueckuil cnequaiucT mo oOCIyKUBaHUIO HE uMeeT aoctyna K I1JIH,
HE HMEET TMOJIHOMOYMHI Ui YIpaBi€HUs MOACUCTEMaMU OOpaOOTKM JaHHBIX U
0€30MacHOCTH.

5.14. Texuuveckuil cHeUAIUCT MO OOCITYKMBAHHIO O0JaJaeT CIEAYIOLIUM
YPOBHEM JI0CTYIIA U 3HAHUN:

— oOmamaer 4yacThio UWHOOPMAMM O CUCTEMHOM U  MPUKIAJTHOM
nporpamMmmHaoM obecrnieuenun MCII/IH;
— oOmamaer dacThto HWHMOpPMAUM O TEXHUYECKUX CpEACTBAX M

koH¢urypauuu UCII1H;
— 3HAEeT, 10 MEHbIIEH Mepe, OAHO JIETAIbHOE UMsI IOCTYyIIA.
5.15. IIporpamMmMuCTBI-pa3pabOTUYUKH (TOCTaBIIUKH ) NPUKIATHOTO

NpPOrpaMMHOI0  OOecrieueHus, OOECIICUUBAIOIINE €ro  COMPOBOXKJICHHWE  Ha
3amunaeMomM o0bekTe. K JaHHOW TpyImme MOTYT OTHOCHTBCS KaK COTPYAHHKH
orepaTopa, Tak U COTPYAHUKHA CTOPOHHUX OpPTaHW3aIni.

5.16. JIuto 3Toit KaTeropuu:

— obmagaer wHpoOpMalnel o0 anropuTMax M MporpamMmax o00paboTKH
undopmanmu Ha UCI1/IH;

— o0namaer BO3MOXXHOCTSMHM BHECEHHS OIIHOOK, HEIEKIApUPOBAHHBIX
BO3MOXKHOCTEH, MPOrpaMMHBIX 3aKJIAJ0K, BPEIOHOCHBIX IpOrpamMm B
nporpammHoe obecnieuenne WCII[ln ©Ha cragum ee pa3paboTKu,
BHEJIPEHHS 1 COIIPOBOKICHUS;

— MOXET pacrojaraTh JIOOsIMH (pparMeHTaMu WH(POPMAIMH O TOMOJOTHH
HUCII[Iln wm TexHWUYeCKHX cpeAcTBax o0pabotku wu 3amuthl [1]1H,
obOpabatsiBaembix B UCTI/]H.

6. TpeGoBaHus K nepcoHasy no odecnedenuro 3amuTsl [1Ix

6.1. Bce pabGotHuku omneparopa, sBiustoniuecss monb3oatensmu  WCII/H,
JIOJIKHBI YETKO 3HATHh U CTPOTO BBIMOIHATH YCTAHOBJICHHBIC TIPABUIIA U O0S3aHHOCTH
Mo JOCTYNMy K 3allfiaeMbiM OOBEKTaM M COOJIIOJICHUIO TMPHUHSATOTO pexXUMa
oe3omacHoctu [1/]H.

6.2. [Ipn BcTymuieHMM B JODKHOCTH HOBOTO DPAOOTHUKA HEMOCPEICTBEHHBIN
HayaJIbHUK 00s3aH OPTaHU30BAThH €r0 03HAKOMJICHUE C JIOJXKHOCTHOM MHCTPYKIUEH U
HEOOXOIMMBIMU TOKYMEHTAMH, PeTiaMeHTUupyomuMu TpedboBanus no 3amute [1J1H,
a Takke OoOy4YeHHWE HaBbIKaM BBINOJHEHUS MPOUEAYP, HEOOXOAUMBIX st
CaHKIIMOHMPOBAHHOTO HcnoJib3oBaHus UCII/H.

6.3. CoTpynHUK MODKEH OBITh O3HAKOMJIEH CO CBEICHHUSAMH HACTOSIIEH
[Tonutuku, npuHATHIX poueayp padotsl ¢ snementamu UCITIn u C3I1/H.

6.4. PaboTHUKH  omeparopa,  HUCHOJB3YIOIIME  TEXHUYECKHUE  CPEJCTBA
ayTeHTU(UKAIUHU, JIOJDKHBI ~ OOECNEeYMBATh  COXPAHHOCTh  UJECHTUPUKATOPOB



(anekTpoHHBIX KItOYei) u He pomyckaTh HCJ[ k HUM, a Tak ke BO3MOXHOCTb HUX
yTEPHU WIH KCIOJIb30BaHUS TpeThbUMU JHilaMu. [lonp30BaTenn HECYT MEPCOHATBHYIO
OTBETCTBEHHOCTH 32 COXPAHHOCTh UACHTU(DUKATOPOB.

6.5. PaboTHUKM omepaTopa JOJDKHBI CIEA0BaTh YCTAHOBJICHHBIM MPOIETypaM
noasepxanus pexkuma OesomnacHoctu [1JIH npu BeIOOpE M MCHOIB30BaHUU MAPOJIEH
(ecyii HE UCTIOJIB3YIOTCSI TEXHUYECKHUE CPEJICTBA ayTEHTU(PUKALIUN).

6.6. PaboTHUKM omepaTopa JOJDKHBI OO€CIEeYMBATh HAJJIEKAIIYIO 3allUTy
000py1I0BaHMS, OCTaBIsIEMOro 0e3 MPUCMOTpa, OCOOCHHO B TEX ClydasX, KOrja B
MOMEIICHHE MMEIOT JOCTYI MOCTOPOHHUE JHIa. Bce mosb3oBaTenu A0KHBI 3HATH
TpeOoBanusa 1o Oe3zonacHocty IIJ[H W mpoueaypsl 3aumUTBl 000PYIOBaHUA,
OCTaBJIEHHOTO 0€3 MPUCMOTpa, a TAaKXKe CBOU OOS3aHHOCTH MO 0OECHEUEHUI0 TaKoh
3aILUTHI.

6.7. PaboTHukam 3ampeliaeTcss yCTaHABIMBATh IMOCTOPOHHEE MPOrpaMMHOE
obecrieueHue, TMOJKIIOYATh JIMYHbIE MOOWIBHBIE YCTPOWCTBA H  HOCUTEIU
uH(}OpMaIINK, a TaK ke 3aMUChIBATh Ha HUX 3alllUIIaeMyi0 HH(POpMAIIHIO.

6.8. PaboTHukam 3ampemiaeTcss pasriamiarh 3alluiaeMyro  HHOOpPMAaIHIO,
KOTOpasi CcTaja WM HU3BEeCTHa NpH pabore ¢ WHOOPMAIUOHHBIMH CHCTEMaMH
orepaTopa, TPETbUM JIUIAM.

6.9. [1pu padote ¢ [1/In B UCII/IH paGoTHUKHN orepaTopa 00s3aHbI 00ECIIEYUTh
OTCYTCTBHE BO3MOXKHOCTU mpocmoTpa IIJ[H Tperbumu nuiamu ¢ MoHuTopoB APM
WJIH TEPMUHAJIOB.

6.10. Ilpu 3aBepmenuu pa6otsl ¢ UCII[n paboTHuKH 00s3aHbI 3amUTUTE APM
WIM TEPMHUHAIBI C MOMOIIBIO OJOKMPOBKHU KIIIOYOM WJIM SKBUBAJIEHTHOTO CpEJCTBA
KOHTPOJIS, HAITPUMED, TOCTYIIOM IO MApOJI0, €CIIM HE UCTIONB3YIOTCS 00Jiee CHIIbHbBIE
CpeIICTBA 3aIlUTHI.

6.11. PaGoTHUKM omepaTopa IOJDKHBI OBITh MPOMH(POPMHUPOBAHBI 00 yrpo3ax
HapylieHus: pexxuma OezonacHocTd [I/IH M OTBETCTBEHHOCTHM 3a €ro HapylIleHUE.
OHU J0JDKHBI OBITH O3HAKOMJICHBI C YTBEPKJACHHON (OpMaTBbHOW MpOoIeaypon
HAJOXKEHUSI JUCIMIUTMHAPHBIX B3bICKAHWM Ha COTPYIHUKOB, KOTOPHIE HAPYIIUIU
PUHSATHIC TIOJIUTHKY U TIporieaypsl 6e3omacHocTu [1/1H.

6.12. PaGoTHUKM 00s13aHBI 6€3 ITPOMEICHUST CO00IaTh 000 BCeX HAOII0JaeMbIX
WJIM TIOJ03PUTENbHBIX ciydasix pabotel UCII/IH, Morymux moBieds 3a cO00# yrpo3sl
6e3onmacHoct [IJIH, a Takke O BBISBICHHBIX WUMH COOBITHUAX, 3aTPardBarOIIMX
6e3onmacHocth [IJIH, pYKOBOACTBY U JHIly, OTBEYAIOIIEMY 3a HEMEIJICHHOE
pearupoBaHue Ha yrpo3bl 0e3omacHoctr [1/1H.

7. loqaxHoCcTHBIE 00si3aHHOCTH ToJb3oBaTeneil UCIIAn

7.1. JlomxHocTHble 0Osi3anHOCTH Tois3oBarene MCII[lH  omumcanel B
CIEAYIOIINX TOKYMEHTAX:
— MWuctpykuust agmunuctparopa UCII/H;
— MWuctpykuust agmunuctparopa 6ezonacuoctu UCIIH;
— MHucTpykums nons3oBarens UCII/H;
— MHMucTpyKuus mojib30BaTeNs IPU BO3SHUKHOBEHUU BHEIITATHBIX CUTYALIUM.



8. OTBercTBeHHOCTHh padoTHUKOB UCII/IH onepaTopa

8.1. JleiicTByroliee 3aKOHOAATENbCTBO PD MO3BOJSET NPEAbABIATh TPEOOBAHUS
no oOecrneyeHuto Oe3omacHOM paboOThl ¢ 3alMIlaeMol HHpoOpManuen Hu
MpEeIyCMaTpUBAET OTBETCTBEHHOCTh 3a HApYUIEHUWE YCTAHOBJICHHBIX IPABHII
skcrryarauu OBM u cuctem, HempaBOMEpHBIA AOCTYyN K MH(OpManuu, €Cciu 3TU
JEeUCTBUSI TIPUBEIU K YHUUTOXEHHUIO, OJIOKMPOBaHUIO, MOaU(DUKanuu UHOpMaLUU
WM HapyuieHuto pabotsl IBM unu cereit (ctateu 272, 273 u 274 YK PO).

8.2. Anmunuctparop WCII[IH u aaMuHUCTpaTOp OE30MACHOCTH HECYT
OTBETCTBEHHOCTb 3a BCE JCHCTBHS, COBEPLIEHHBIE OT UMEHU MX YYETHBIX 3amucei
WIM CUCTEMHBIX YUETHBIX 3alucel, ecli He JoKa3zaH (PakT HEeCaHKIIMOHUPOBAHHOTO
UCIOJIb30BaHUS YUETHBIX 3alHCeil.

8.3. [Ipu nHapymeHusix pabOTHUKaMu orneparopa - mnonb3oBateneit MCIIIx
OpaBWI, CBsA3aHHBIX C Oe3omacHocThio [IJ[H, OHM HecyT OTBETCTBEHHOCTD,
YCTAHOBJIEHHYIO JEWCTBYIOIINM 3aKOHOIATENBLCTBOM Poccuiickoit denepanuu.

8.4. [IpuBeneHHbIC BHINIE TPEOOBAHUS HOPMATHUBHBIX JOKYMEHTOB IO 3aIUTE
uH(OpMaIMK JOJKHBI OBITh OTPaXEHBI B JOJKHOCTHBIX MHCTPYKIUSIX PAOOTHUKOB
omneparopa.
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